RS iRl W28 55 15 B G Al Vol.7 No.l
2021 %2 H Chinese Journal of Network and Information Security February 2021

BENh Gt BL 2R

MhRBs, ALk, FHAh, A
B LREKY:, T A 450001)

# E. B3hilZal5 (Mobile Edge Computing, MEC) ik — 545 B {5 1 55 W4 4iE {0 2= HAb TS A M
4, T LUH R AR G5 44 T IR I A T . IR KA . (H T MEC R4S R B E M 4530
%, HibERe)) . fEfGre hARe 2R, HE 2R BUEE TR, 7518 314 S vt ST IR 1R 22 4 Ja P 1)
LA b, XTI A WA MR IR RAT S FITH 2245 4 DA 224 FAR A9 IR T # 30
DG SRR T S B, BE59 TIE MR & . fh, MEhEmRTF A BRI
B . SEA AT IERA A PRI . LUH P O IR SS rTSEVE AR UE 3 AN 7T, R T B i gl i e 4
19 0 TR 4 P P80 2 i RN A SR 1) e a3

KEEIR: BalidsiE, wds Bl HEEE, HETE

RESES: TP393

CEAFRIRAD: A

doi: 10.11959/j.issn.2096—109x.2021014

Research on security defense of mobile edge computing

CHEN Lu, TANG Hongbo, YOU Wei, BAI Yi
Information Engineering University, Zhengzhou 450001, China

Abstract: Mobile Edge Computing can solve the problem of heavy backhaul link overloaded and long delay
effectively by further extending the telecommunication cellular network to other wireless access networks.
However, the MEC nodes are exposed to the edge of the network whose computing resource, storage capacity and
energy resource are limited, they are more vulnerable to the illegal attacks by attackers. Based on the briefly analysis
of the security threats faced by mobile edge computing, some key problems and challenges of mobile edge
computing for four different security subjects, device security, node security, network resources and tasks, and
migration security are summed up and expounded, and the existing security solutions were summarized. Finally, the
open research and future development trend of mobile edge computing security defense on three aspects that limited
resource defense model in the dynamic scene, resource deployment based on comprehensive trust and user-centered
service reliability assurance are discussed.
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Figure 1  Security threats of MEC
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Figure 2 D2D communication scenario
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Figure 3 The multi-user offloading causes service node failure
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